International Journal of Information Research and Review, January, 2017

IJIRR

International Journal of Information Research and Review
Vol. 04, Issue, 01, pp. 3497-3502, January, 2017

Research Article

ELLIPTIC CURVES AND CRYPTOGRAPHY

“Dr. Vasundhara, S.

Asst. Prof of Mathematics, G.Narayanamma Institute of Technology & Science (For Women),

Shaikpet, Hyderabad, Telengana

ARTICLE INFO ABSTRACT

Article History:

Algebraic curves over binary and finite fields used in the design of public key cryptography. This

paper discusses some topics in algebraic curve cryptography namely elliptic curve cryptography with

Received 24™ October, 2016
Received in revised form

22" November, 2016

Accepted 15™ December, 2016
Published online January, 30" 2017

discrete logarithmic problem.

Keywords:

Cryptography Elliptic Curves,
Finitefields,

Binary Fields Elliptic Curves
Cryptography.

recent developments and different algorithms in Elliptic curve cryptography and

also discussed

Copyright©2017, Vasundhara. This is an open access article distributed under the Creative Commons Attribution License, which permits unrestricted use,
distribution, and reproduction in any medium, provided the original work is properly cited.

INTRODUCTION

The history of cryptography is long and interesting. It had a
very considerable turning point when two researchers from
Stanford, Whitfield Diffie and Martin Hellman, published the
paper “New Directions in Cryptography” in 1976. They
preface the new idea of public key cryptography in the paper.
Public-key cryptography and symmetric-key cryptography are
two main categories of cryptography. The Well-known public-
key cryptography algorithms are RSA (Rivest, et al. 1978), El-
Gamal and Elliptic Curve Cryptography. Presently, there are
only three problems of public key cryptosystems that are
considered to be both secure and effective (Certicom, 2001).
Table 1.1 shows these mathematical problems and the
cryptosystems that rely on such problems. Providing an
equivalent level of security with smaller key size is an
advantage of ECC compared to RSA. It is very efficient to
implement ECC.ECC [Certicom, 2001] obtains lower power
consumption, and faster computation. It also gains small
memory and bandwidth because of its key size length
(Dormale, Bulens and Quisquater 2004), (Huang 2007). Such
attributes are mainly fascinating in security applications in
which calculative power and integrated circuit space are
limited. Wireless devices and smart cards present a good
example for the constrained devices with limited resources.
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Cryptography companies such as Certicom Corporation have
already implemented ECC in their products for some
commercial purposes which are RFID and Zigbee. This
company has an agreement with NSA on a set of cryptographic
algorithms called suite B. This suite uses Elliptic curves and
works over the prime field.

Cryptography Introduction

Information security nowadays is a very important subject
Governments, commercial businesses, and individuals are all
demanding secure information in electronic documents, which
is becoming preferred over traditional documents (paper and
microfilm, for example). Documents in electronic form require
less storage space, its transfer is almost instantaneous, and it is
accessible via simplified databases. The ability to make use of
information more efficiently has resulted in a rapid increase in
the value of information. However, information in electronic
form faces potentially more damaging security threats. Unlike
information printed on paper, information in electronic form
can virtually be stolen from a remote location. It is much easier
to alter and intercept electronic communication than its paper-
based predecessors. Information security is described as the set
of measures taken to prevent unauthorized use of electronic
data, whether this unauthorized use takes the form of
disclosure, alteration, substitution, or destruction of the data.
Several measures have been considered to provide these
services but no single measure can ensure complete security.



3498

Vasundhara, Elliptic curves and cryptography

Table 1.1. Mathematical Problem

Mathematical problem Detail Cryptosystem
1 Integer Factorization problem (IFP) Given an integer n find its prime factorization RSA
2 Discrete Logarithm problem(DLS) Given integer g and h find x’ such that =g*'mod n Diffie-Hellman(DH)
3 Elliptic curve discrete logarithmic problem(ECDLP) Given points P and Q on the curve find ‘x’ such that Q=xP Diffie-Hellman(DH)
plaintext ciphertext plaintext
— | Encryption >| Decryption | =™
Kev K, Kev Kg=K
Figuere 2.1.

Of the various proposed measures, the use of cryptographic
systems offers the highest level of security, together with
maximum Flexibility. A cryptographic system transforms
electronic data into a modified form. The owner of the
information in modified form is now assured of its security
features. Depending on the security services required, the
assurance may be that the data cannot be altered without
detection, or it may be that the data is unintelligible to all but
authorized parties

According to Koblitz,[ http://ITwn.net/Articles/174127/.2006.]
cryptography is the study of methods of sending messages in
disguised form so that only the intended recipients can remove
the disguise and read the message. The message we want to
send is called the plain text and the disguised message is called
the cipher text. The process of converting a plaintext to a cipher
text is called enciphering or encryption, and the reverse process
is called deciphering or decryption. Historically much of this
study focused on private key cryptosystem where the sender
and receiver agreed on private keys for sending messages and
receiving messages, and was primarily used for military and
diplomatic reasons. However with these cryptosystems, anyone
who knew enough to decipher messages could not only ‘break a
code” but also determine the enciphering key. Enciphering and
deciphering were considered equivalent sciences in a
cryptosystem until the 1970 are when Whitefield Diffie and
Martin Hellman invented public key cryptography

The goal of cryptography is to achieve the aim of allowing two
people to exchange messages using cryptography which are not
understood by other people (Wang, et al.). Figure 2.1 provides
a sample model of a two-party communication using
encryption. In this simple party, an entity is a person that
sends, receives or manipulates data. Sender is an entity that
legitimately transmits the information. On the other hand, a
receiver is an entity that is the recipient of information. A
receiver may be one of the entities that attempt to crush the
information security service provided between the sender and
receiver. An adversary plays the role either as the sender or the
receiver. The other synonymous names for adversary are
attacker, enemy, eavesdropper, opponent and intruder
(Jesper2006 be able to read the clear text or change it.

Introduction for Elliptic curve cryptography

In 1985 Miller and Koblitz [1997] independently presented
ECC which based on algebraic structure of Elliptic curve.

Currently ECC is the most efficient public key cryptosystem
that uses shorter keys while providing the same security level as
the RSA. Several researches were conducted on implementing
public key cryptography especially ECC in Embedded devices.
The use of elliptic curves in cryptography is very inviting
because shorter key lengths can be used than in the case of
conventional cryptography e.g. RSA. Elliptic curve
cryptography has better security with a shorter key length than
any other published public-key cryptography method. Elliptic
curve cryptosystem with a 173-bit key is considered as secure
as RSA using a 1024-bit key and ECC with a 313-bit key is
considered as secure as 4096-bit RSA. Elliptic curve
cryptography is thus a very attractive alternative, especially in
communication systems with limited bandwidth. Elliptic curves
have been studied by mathematicians for more than a century.
An extremely rich theory has been developed around them, and
in turn they have been the basis of numerous new developments
in mathematics. As far as cryptography is concerned, elliptic
curves have been used for factoring and primality proving. The
idea of using elliptic curves for public-key cryptosystems is due
to Victor Miller [Miller85] and Neal Koblitz [Koblitz87] in the
mid-eighties. As with all cryptosystems, and especially with
public-key cryptosystems, it takes years of public evaluation
before a reasonable level of confidence in a new system is
established. The elliptic curve public-key cryptosystems
(ECPKCs) seem to have reached that level now. In the last
couple of years, the first commercial applications have
appeared (email security, web security, smart cards, etc.).
Before we look at how the ECPKC s work, we will give a short
introduction to elliptic curves.

Definition of elliptic curves

Elliptic curves are not ellipses. They are called this because
they are described by cubic equations, similar to those used for
calculating the circumference of an ellipse. In general, an
elliptic curve is the set of solutions of an equation of the form

Y taxy Tazy =x +ax’ +a;x + as (1)

Where the coefficients ai are elements of some field (R, Z or
Zp) which satisfy some Simple conditions in order to avoid
singularities. Such an equation is said to be Cubic, or of degree
3, because the highest exponent it contains is 3. The Eq.1 is
Called Weierstrass equation. Also included in the definition of
any elliptic curve is a single element denoted O and called point
of infinity or the zero point
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bly2=w3+x+1

Figure 3. 1

] C I

Elliptic curves over real numbers 3.1: y’=x’+ax-+b with a=9,b=-2.

Figure 3.2
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Figure 3.4.
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An elliptic curve over real numbers may be defined as the set of
points (x,y) which satisfy an elliptic curve equation of the form:

y*=x’+ax + b, where x, y, a and b are real numbers.

Each choice of the numbers [Silverman, 1986] a and b yields a
different elliptic curve. For example, a =1 and b =1 gives the
elliptic curve with equation y2 = x’ +x +1; the graph of this
curve is shown below:

If X’ + ax + b contains no repeated factors, or equivalently if
4a’ + 27b” is not 0, then the elliptic curve y* = x’ + ax + b can
be used to form a group. An elliptic curve group over real
numbers consists of the points on the corresponding elliptic
curve, together with a special point O called the point at
infinity.

Elliptic Curve (y2 = x3+x +1)
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Elliptic curves over Finite fields Fp

All elliptic curve operations mentioned earlier are based on real
numbers. However, operations over the real numbers are
inaccurate and slow, whereas cryptographic operations need to
be accurate and fast. Therefore, the curve cryptography can be
defined over finite fields to operate EC efficiently and
accurately.

A finite field is a set of a finite number of elements.
Cryptographic applications require fast and precise arithmetic;
thus elliptic curve groups over the finite fields of F, and F,m
are used in practice. Recall that the field Fp uses the numbers
from 0 to p - 1, and computations end by taking the remainder
on division by p. The number of points on E(F p) is denoted by
#E(F p). The Hasse Theorem states that:

p+1-2Vp <H#E(F p) <p+1+2Vp.

Note that there is two points for every x value. Even though the
graph seems random, there is still symmetry about y = 11.5.
Recall that elliptic curves over real numbers, there exists a
negative point for each point which is reflected through the x-
axis. Over the field of F,3;, the negative components in the y-
values are taken modulo 23, resulting in a positive number as a
difference from 23. Here -P = (xp, (-yp Mod 23))

3.3 Elliptic curves over binary field over 2"

The number of points on E(F,™)() is denoted by #E(F,™). The
Hasse Theorem states that:

212V <HE(F,™) <2M+H142V/2™:

There are finitely many points on a curve over F,".

Elements of the field F,™ are m-bit strings. The rules for
arithmetic in F,m can be defined by either polynomial
representation or by optimal normal basis representation. Since
F,m operates on bit strings, computers can perform arithmetic
in this field very efficiently. An elliptic curve with the
underlying field F,™ is formed by choosing the elements a and
b within F,m (the only condition is that b is not 0). As a result
of the field F,m having a characteristic 2, the elliptic curve
equation is slightly adjusted for binary representation:

yV+xy=x+ax’+b

The elliptic curve includes all points (x,y) which satisfy the
elliptic curve equation over F,m (where x and y are elements of
F,m ). An elliptic curve group over Fom consists of the points
on the corresponding elliptic curve, together with a point at
infinity, O. There are finitely many points on such an elliptic
curve.

Example of Elliptic curve over F,":

As a very small example,[ RSA, 2009] consider the field F»4,
defined by using polynomial representation with the irreducible
polynomial f(x) =x*+x + 1.

The element g = (0010) is a generator for the field . The
powers of g are:

0

g"=(0001) g' = (0010) g = (0100) g* = (1000) g* = (0011) g* = (0110)
g®=(1100) g’ = (1011) g = (0101) g’ = (1010) g = (0111) g'' = (1110)
g'?=(1111) g" =(1101) g"* =(1001) g'* = (0001)

In a true cryptographic application, the parameter m must be
large enough to preclude the efficient generation of such a table
otherwise the cryptosystem can be broken. In today's practice,
m = 160 is a suitable choice. The table allows the use of
generator notation (g°) rather than bit string notation, as used in
the following example. Also, using generator notation allows
multiplication without reference to the irreducible polynomial
fx)=x"+x+ 1.

Consider the elliptic curve y* + xy = x> + g*x* + 1.

Here a = g*and b = g’=1. The point (g, g’) satisfies this
equation over F,™:

y2+xy:x3+g4x2+ 1
@ +eg =) +g'e" +1

g +gb=glS g

(1100) + (0101) = (0001) + (1001) + (0001)
(1001) = (1001)

The fifteen points which satisfy this equation are:

(1, g% (@ g (@, g (& g% (& 2" " &) (g% ")
(1, g @, &) (&, &) €, &) (& &) " » % 00,1
These points are graphed below:

Elliptic curve groups over Fym have a finite number of points,
and their arithmetic involves no round off error. This combined
with the binary nature of the field, F,m arithmetic can be
performed very efficiently by a computer. The following
algebraic rules are applied for arithmetic over F,m:

Elliptic curves over binary fields

Let y-rxy=x+ax’+b let a=g*, b=1 the points and the
graph is given by:

The Elliptic Curve Discrete Logarithm Problem:

Discrete logarithms are fundamental [Mousa, 2005] to a
number of public-key4algorithms, including, Diffie-Hellman
key exchange and the digital signature algorithm (DSA).This
section provides a brief overview of discrete logarithms.

The power of an Integer, modulo n
For °" =1(modn)

Where 2(") Euler’s totient function, is the number of positive
integers less than n and relatively prime to n.now consider the
general expression :

"= T (mod n) (1)
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If a and n are relatively prime then there is at least one
integer m that satisfies the Equation(1l),namely , m=

O The feast positive exponent m for which equation
holds is referred to in several ways
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